Happy Fall!
4th Quarter 2017
From Data Breaches to Ransomware: How to Avoid Becoming
the Victim of a Cybercrime
Exchange Investment
Services, Inc.

Each time you
connect to the
Internet, you risk
becoming the victim
of a cybercrime. It's
the price we pay for
living in a digital
world — whether it's
at home, at work, or
on your smartphone.
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According to the
Identity Theft Resource Institute, the number of
U.S. data breaches in 2016 increased by 40%.
And as recently as May 2017, a widespread
"ransomware" attack targeted personal
computers across the globe. While software
companies are continually developing
strategies to combat the latest cybercrimes,
there are some steps you can take to help
protect yourself online.

The stronger, the better
It's a scary thought — most of us have a large
amount of financial and personal information
that's readily accessible through the Internet, in
most cases protected by nothing more than a
username and password.
Create a strong password by using a
combination of lower- and upper-case letters,
numbers, and symbols or by using a random
phrase. Avoid using a password with your
personal information such as your name and
address. In addition, have a separate and
unique password for each account or website
that you use.

October 2017
Life Is for the Living, and So Is Life Insurance
Examining the Taxpaying Population: Where Do
You Fit In?
Is the Social Security Administration still mailing
Social Security Statements?
What are some tips for reviewing my Medicare
coverage during Medicare Open Enrollment?

If you have trouble keeping track of all your
password information or you want an extra level
of password protection, consider using
password management software. Password
manager programs generate strong, unique
passwords that you control through a single
master password.

Follow the 3-2-1 rule
Backing up your online data is critical to avoid
losing valuable information due to a cyber
attack. If you have digital assets that you don't
want to risk losing forever, you should back

them up regularly. This pertains to data stored
on both personal computers and mobile
devices.
When backing up data, a good rule to follow is
the 3-2-1 rule. This rule helps reduce the risk
that any one event — such as a computer hacker
gaining access to your computer — will
compromise your primary data and backups. In
order to follow the 3-2-1 rule:
• Have at least three copies of your data (this
means a minimum of the original plus two
backups)
• Use at least two different formats (e.g., hard
drive and cloud-based service)
• Ensure that at least one backup copy is
stored in a separate location (e.g.,
safe-deposit box)

Stay one step ahead
Finally, the best way to avoid becoming the
victim of a cybercrime is to stay one step ahead
of the cybercriminals. Here are some extra
precautions you can take before you go online:
Consider using two-step authentication.
Two-step authentication, which involves using a
text or email code along with your password,
provides another layer of protection for your
sensitive data.
Keep an eye on your accounts. Notify your
financial institution immediately if you see
suspicious activity. Early notification not only
can stop the cyber thief but may limit your
financial liability.
Think twice before clicking. Beware of emails
containing links or asking for personal
information. Never click on a link in an email or
text unless you know the sender and have a
clear idea where the link will take you.
Be careful when you shop. When shopping
online, look for the secure lock symbol in the
address bar and the letters https: (as opposed
to http: ) in the URL. Avoid using public Wi-Fi
networks for shopping, as they lack secure
connections.
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Life Is for the Living, and So Is Life Insurance
Life can be busy. The requirements of work and
family often leave little time to step back and
think about where you've been and where
you're heading. But as your responsibilities
grow, so does the need to evaluate what would
happen if life for you stopped. September is Life
Insurance Awareness Month and a good time
to reflect on how life insurance can help those
you leave behind — the living.

The cost and availability of
life insurance depend on
factors such as age, health,
and the type and amount of
insurance purchased. As
with most financial
decisions, there are
expenses associated with
the purchase of life
insurance. Policies
commonly have mortality
and expense charges. In
addition, if a policy is
surrendered prematurely,
there may be surrender
charges and income tax
implications.
Life insurance guarantees
are based on the
claims-paying ability and
financial strength of the life
insurance company issuing
the policy.

able to afford quality health care and a
comfortable place to live without your financial
support? Life insurance can become extremely
important in these situations, helping to provide
for these individuals in the event of your death.

Planning for retirement

Preparing for retirement probably means you're
saving as much as you can in your 401(k), IRA,
or other savings vehicle. If you die before you
Your spouse or life partner
get to enjoy your retirement, will your retirement
A successful marriage is often predicated on
plan die for your surviving loved ones as well?
sharing and providing for one another, and that Not only will your salary be unavailable to help
includes each other's financial obligations. If
pay for current living expenses, but your
you were suddenly no longer in the picture,
income won't be there to build the nest egg for
would there be enough money to pay for your
the retirement of your spouse or life partner.
final expenses, cover debt, and buy some time Life insurance can help provide funds that can
to allow your significant other to adjust to a new be used for your spouse's or life partner's
way of life? Life insurance can provide funds to retirement.
cover immediate expenses and income to help
Your health has changed
support your surviving loved one.
If your health declines, how will it affect your life
Your children
insurance? A common worry is that your insurer
You've worked hard to provide for your kids, to could cancel your coverage should your health
give them the chance to realize their hopes and change. However, changes to your health will
dreams. Your children are likely your greatest
not affect your current insurance coverage,
responsibility — a responsibility that doesn't end provided you continue to pay your premiums on
with your passing. Whether your children are in time. In fact, you should take a closer look at
diapers or about to enter college, if something
your life insurance policy to find out if it offers
happened to you or your spouse, or both of
any accelerated (living) benefits that you can
you, would there be enough income to continue access in the event of a serious or long-term
to provide financially for your children? Life
illness.
insurance can help provide the resources for
Leaving a legacy
their continued growth and maturation.
Life insurance can be used to increase the size
Your home
of an estate for your heirs. The death benefit
Buying a home may be the largest single
could provide your beneficiaries with a larger
expenditure of your life. While being a
legacy than might otherwise be possible. The
homeowner is exciting, mortgage payments,
cost of life insurance may be significantly less
often lasting 30 years, along with maintenance, than the proceeds of the policy paid to your
utility costs, homeowners insurance, and real
beneficiaries when you die.
estate taxes can add up to a long-term financial
Charitable giving
commitment. Adequate life insurance protection
Donating a life insurance policy to a charity may
can provide funds that could be used to cover
these expenses, allowing your family to remain enable you to make a larger gift than you
otherwise could afford. Further, the government
in their home.
encourages charitable giving by providing tax
Your business
advantages for certain charitable donations (the
Do you own your own business? Life insurance charity must be a qualified charity). This means
can fit into your business plan in many ways. It that both you and the charity could benefit from
can be part of an employee benefit program,
your donation (though some charities may not
with coverage under a group plan. Life
accept a gift of life insurance for various
insurance purchased on the lives of certain key reasons).
employees can protect your company from the
loss of talented and valuable workers. And life
insurance can be used to fund a buy-sell
agreement.

Caring for an aging parent or loved one
Are you caring for an aging parent or loved
one? Would the people who depend on you be
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Examining the Taxpaying Population: Where Do You Fit In?
Every quarter, the Statistics of Income Division
of the Internal Revenue Service (IRS) publishes
financial statistics obtained from tax and
information returns that have been filed with the
federal government. Recently published reports
reflect data gleaned from 2014 individual
federal income tax returns. These reports offer
a snapshot of how the U.S. population breaks
down as taxpayers.

The big picture

Sources for data: IRS
Statistics of Income
Bulletins, Spring 2017 and
Summer 2017, Washington,
D.C., irs.gov/statistics
What is adjusted gross
income (AGI)?
Adjusted gross income, or AGI,
is basically total income less
adjustments for certain items,
such as deductible
contributions made to an IRA,
alimony paid, and qualified
student loan interest paid.

For tax year 2014, U.S. taxpayers filed roughly
139.6 million individual income tax returns.1
Total adjusted gross income reported on these
tax returns was $9.71 trillion, resulting in a total
income tax of $1.37 trillion. That works out to
an overall average tax rate of 14.16% for all
returns filed — the highest total average rate in
the 10-year period represented by the statistical
report.
If your 2014 AGI was $38,173 or more, you
were in the top 50% of all federal income tax
filers based on AGI. This group accounted for
88.7% of all AGI reported and paid 97.3% of
total federal income tax for the year.

The 1,396 income tax returns that showed
$56,981,718 or more in AGI make up the top
0.001% (that's the top one-thousandth of 1%) of
2014 filers. These filers together reported over
$207 billion in AGI and paid over 3.6% of taxes.

Not all high-income returns showed tax
Of the 6.2 million income tax returns filed for
2014 with an AGI of $200,000 or more, 10,905
showed no U.S. income tax liability (the number
drops to 3,927 if you eliminate returns filed by
individuals who were responsible for income
taxes to foreign governments and had no U.S.
income tax because of a credit for such taxes
paid).
Why did these high-income returns show no
U.S. tax liability? The IRS report noted that
these returns show no tax for a variety of
reasons, including tax credits and deductions,
most notably miscellaneous deductions and
deductions for charitable contributions, medical
and dental expenses, and investment interest
expenses. A significant secondary factor was
the deduction for taxes paid.

Average tax rates

A look at the top

Dividing total tax paid by total AGI yields the
How much AGI did it take to make the top 10% following average federal income tax rates for
of all individual filers? Probably not as much as the 2014 tax year:
you might think. If your AGI was $133,445 or
AGI
Average Tax
greater, you would have been one of the almost Top Filers
(by
Threshold
Rate
14 million filers making up the top 10%. This
Percentile)
group reported about $4.58 trillion in AGI (more
than 47% of all AGI reported) and accounted
0.001%
$56,981,718
24.01%
for about 70.9% of total individual income tax
0.01%
$11,407,987
25.92%
for the year.
0.1%
$2,136,762
27.67%
To make the top 5%, you would have needed
$188,996 or more in AGI. You would have been 1%
$465,626
27.16%
among approximately 7 million filers who
5%
$188,996
23.61%
reported almost $3.5 trillion in total AGI and
accounted for about 60% of total income taxes
10%
$133,445
21.25%
paid.
20%
$90,606
18.64%
It's also worth noting that the top 3% of all 2014
30%
$66,868
17.19%
individual income tax returns based on AGI
accounted for 52.9% of total income tax paid for 40%
$50,083
16.24%
the year.
50%
$38,173
15.52%

The very, very top

For the 2014 tax year, 1.4 million returns had
an AGI of $465,626 or more. These taxpayers
make up the top 1% of filers, reporting almost
$2 trillion in total AGI and responsible for just
under a 40% share of the total tax haul.

1

Excludes returns filed by dependents; based on
final estimates for tax year 2014 reported in Spring
2017 Statistics of Income Bulletin
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Investment and insurance products
and services are offered through
INFINEX INVESTMENTS, INC.
Member FINRA/SIPC. Infinex and
the bank are not affiliated. Products
and services made available
through Infinex are not insured by
the FDIC or any other agency of
the United States and are not
deposits or obligations of nor
guaranteed or insured by any bank
or bank affiliate. These products
are subject to investment risk,
including the possible loss of value.
NOT FDIC-INSURED. NOT
INSURED BY ANY FEDERAL
GOVERNMENT AGENCY. NOT
GUARANTEED BY THE BANK.
MAY GO DOWN IN VALUE.

Is the Social Security Administration still mailing Social
Security Statements?
Your Social Security
Statement provides important
information about your Social
Security record and future
benefits. For several years, the Social Security
Administration (SSA) mailed these statements
every five years to people starting at age 25,
but due to budgetary concerns, the SSA has
stopped mailing Social Security Statements to
individuals under age 60.
Workers age 60 and over who aren't receiving
Social Security benefits will still receive paper
statements in the mail, unless they opt to sign
up for online statements instead. If you're age
60 or older, you should receive your statement
every year, about three months before your
birthday. The SSA will mail statements upon
request to individuals under age 60.
However, the quickest way to get a copy of
your Social Security Statement is to sign up for
a my Social Security account at the SSA
website, ssa.gov. Once you've signed

up, you'll have immediate access to your
statement, which you can view, download, or
print. Statement information generally includes
a projection of your retirement benefits at age
62, at full retirement age (66 to 67), and at age
70; projections of disability and survivor
benefits; a detailed record of your earnings; and
other information about the Social Security
program.
The SSA has recently begun using a two-step
identification method to help protect my Social
Security accounts from unauthorized use and
potential identity fraud. If you've never
registered for an online account or haven't
attempted to log in to yours since this change,
you will be prompted to add either your cell
phone or email address as a second
identification method. Every time you enter your
account username and password, you will then
be prompted to request a unique security code
via the identification method you've chosen,
and you need to enter that code to complete
the log-in process.

What are some tips for reviewing my Medicare coverage
during Medicare Open Enrollment?
During the Medicare Open
Enrollment Period that runs
from October 15 through
December 7, you can make
changes to your Medicare coverage that will be
effective on January 1, 2018. If you're satisfied
with your current coverage, you don't need to
make changes, but it's a good idea to review
your options.

Notice of Change letter that lists changes to
your plan for the upcoming year.

The official government handbook, Medicare &
You, which is available electronically or through
the mail, contains detailed information about
Medicare that should help you determine
whether your current coverage is appropriate.
Review any other information you receive from
your current plan, which may include an Annual

call 1-800-MEDICARE or visit the Medicare
website at medicare.gov. You can use the site's
Medicare Plan Finder to see what plans are
available in your area and check each plan's
overall quality rating.

As you review your coverage, here are a few
points to consider:

• What were your health-care costs during the
past year, and what did you spend the most
on?
• What services do you need and which
health-care providers and pharmacies do you
During Open Enrollment, you can:
visit?
• Change from Original Medicare to a Medicare
•
How does the cost of your current coverage
Advantage plan, or vice versa
compare to other options? Consider
• Switch from one Medicare Advantage plan to
premiums, deductibles, and other
another Medicare Advantage plan
out-of-pocket costs such as copayments or
• Join a Medicare prescription drug plan, switch
coinsurance; are any of these costs
from one Medicare prescription drug plan to
changing?
another, or drop prescription drug coverage
If you have questions about Medicare, you can
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